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Added	
  value	
  for	
  your	
  company	
  



Products	
  
MOBILE	
  DEVICE	
  MANAGEMENT	
  FOR	
  ENTERPRISE	
  

–  Mobile	
  Device	
  Management	
  (MDM)	
  so=ware	
  secures,	
  monitors,	
  manages	
  and	
  
supports	
  mobile	
  devices	
  deployed	
  across	
  mobile	
  operators,	
  service	
  providers	
  and	
  
enterprises.	
  MDM	
  funcAonality	
  typically	
  includes	
  over-­‐the-­‐air	
  distribuAon	
  of	
  
applicaAons,	
  data	
  and	
  configuraAon	
  seEngs	
  for	
  all	
  types	
  of	
  mobile	
  devices,	
  including	
  
mobile	
  phones,	
  smartphones,	
  tablet	
  computers,	
  ruggedized	
  mobile	
  computers,	
  
mobile	
  printers,	
  mobile	
  POS	
  devices,	
  etc.	
  

–  This	
  applies	
  to	
  both	
  company-­‐owned	
  and	
  employee-­‐owned	
  (BYOD)	
  devices	
  across	
  
the	
  enterprise	
  or	
  mobile	
  devices	
  owned	
  by	
  consumers.	
  

	
  
VPN-­‐BASED	
  SOLUTIONS	
  

–  Internet	
  VPNs	
  for	
  Remote	
  Access	
  
–  VPNs	
  for	
  Internetworking	
  
–  Intranet	
  /	
  Local	
  Network	
  VPNs	
  

SECURITY	
  AUDIT	
  
–  A	
  security	
  audit	
  is	
  a	
  systemaAc	
  evaluaAon	
  of	
  the	
  security	
  of	
  a	
  company's	
  informaAon	
  

system	
  by	
  measuring	
  how	
  well	
  it	
  conforms	
  to	
  a	
  set	
  of	
  established	
  criteria.	
  
–  A	
  thorough	
  audit	
  typically	
  assesses	
  the	
  security	
  of	
  the	
  system's	
  physical	
  

configuraAon	
  and	
  environment,	
  so=ware,	
  informaAon	
  handling	
  processes,	
  and	
  user	
  
pracAces	
  

	
  	
  



Products	
  (slide	
  2)	
  
PUBLIC	
  KEY	
  INFRASTRUCTURE	
  (PKI)	
  

–  A	
  public-­‐key	
  infrastructure	
  (PKI)	
  is	
  a	
  system	
  for	
  the	
  creaAon,	
  storage,	
  and	
  
distribuAon	
  of	
  digital	
  cerAficates	
  which	
  are	
  used	
  to	
  verify	
  that	
  a	
  parAcular	
  
public	
  key	
  belongs	
  to	
  a	
  certain	
  enAty.	
  The	
  PKI	
  creates	
  digital	
  cerAficates	
  which	
  
map	
  public	
  keys	
  to	
  enAAes,	
  securely	
  stores	
  these	
  cerAficates	
  in	
  a	
  central	
  
repository,	
  and	
  revokes	
  them	
  if	
  needed.	
  

CERTIFICATE	
  AUTO-­‐ENROLLMENT	
  
–  Our	
  soluAons	
  introduce	
  the	
  capability	
  to	
  automaAcally	
  enroll	
  users	
  and	
  

computers	
  with	
  cerAficates,	
  including	
  smartcard-­‐based	
  cerAficates.	
  
–  Using	
  the	
  autoenrollment	
  feature,	
  organizaAons	
  can	
  manage	
  the	
  cerAficate	
  

lifecycle	
  for	
  users.	
  

	
  
SECURED	
  WEB-­‐SERVERS	
  

–  To	
  secure	
  a	
  Web	
  server,	
  you	
  must	
  apply	
  many	
  configuraAon	
  seEngs	
  to	
  reduce	
  
the	
  server's	
  vulnerability	
  to	
  aXack.	
  So,	
  how	
  do	
  you	
  know	
  where	
  to	
  start,	
  and	
  
when	
  do	
  you	
  know	
  that	
  you	
  are	
  done?	
  
	
  

	
  	
  


